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7v SETI@home (Search for Extra-Terrestial Intelligence at Home) N2>IYN NN DT VONAI77 RNAT .DNN
D7IYN "2ANN2 D'UNNWN 78 DAWNND 1D1INN AN 7V 770 NINIK 7w 0'NiMa naxynwy | UC Berkeley

J50[7"NDNN 770 N7 DN WK
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JDUIN T WIN'YI (NIDINIE D'MIY) [V NNT7W NNTIDVY79 7w NRN7N - PaaS (Platform as a Service)

JUNN T A WIN'WIE VA Y7 I NDIN 7Y NRY7N - SaaS (Software/Application as a Service)
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national military capacity, the high performance computing power of a nation would win as the most comprehensive measure.
More and more countries view supercomputing technology as a symbol of national military power.” (Worldwide Defense High
(Performance Computing Market Forcast 2010-2015

A Strategic Agenda for European Leadership in Supercomputing” '7un7 nxa 20

Worldwide Defense High) 1717 Tx'7'0 18- TOX1 2010-2015 DIYW7 [IN0 DIN7 HPC-n 71w 7710 NIXi7InX Nifnn - oy 21
(Performance Computing Market Forcast 2010-2015
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“Strategy for American Innovation” (2009) 23
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Novel intra-chip communication architectures

System-level interconnection networks with high
bandwidth and low latency

IC and chip packaging technologies offering high
input/output (I/0) bandwidth

Design of reliable massively parallel computer Hardware/Software Systems
systems

Design aspects of HPC systems in which
hardware design choices and the ability to write
software that takes full advantage of the hardware
are interdependent

Special purpose” machines designed to”
achieve high performance on specific classes of
algorithms, applications, and data structures

Latency-tolerant architectures and algorithms Systems/Applications Software

Programming models and languages for massively
parallel machines

Systems software for massively parallel systems,
including OSs, file systems and data stores

Performance and correctness debuggers
System management tools
Development environments

Tools and techniques for modeling and tuning the
performance of large-scale systems and software
architectures
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JORN TIN'RN 2NN DN 07112 HPC- 'aRWN 1900 NX 7Tan7 .1
D'M'YUYN NIN'D 07N DIIN7 7V-21W'N7 N 7907
MWD 7NN NIN'O NIN7 -Exascalen 1aNX DY NITTINNNYTZ HPC DINNA 9710 '7OI10 1900 D707
.niNN2

Report: Designing a Digital Future 2010 25
A Strategic Agenda for European Leadership in Supercomputing: HPC 2020 — IDC Final Report of the HPC Study for the 26
DG Information Society of the European Commissio
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From: dror.feitelson@gmail.com [mailto:dror.feitelson@gmail.com] On Behalf Of Dror Feitelson
Sent: 14:37 2011 IXIN2AD 01 2

To: Liat Maoz

Subject: Re: FW: DN MIWZNI 2AlWNN NI71>' DINNA 71y |n'7|w'7 OM7IN NINY - NIXY' NN

the big question is whether it is more efficient to have local facilities, or to use remote facilities via the
internet. in general the current trend seems to be towards using remote facilities (i.e. clouds). this saves
infrastructure and maintenance costs and can be very effective. however, there are two main reasons why
local facilities may still be preferable:

1) when processing massive data, getting the data to the remote site may be the biggest problem. with a
local site you have the data at hand. even with a national site you can drive over with a box full of terabyte
disks.

2) centralized sites tend to be volatile, in the sense that data and software are continuously updated. as a
research project may take months, such volatility may make it hard to obtain consistent results. with a local
facility you can freeze it for the duration of the project.

that being said, in the past | think the machba supercomputers and internet2 connections were underutilized,
and having them was actually like massive subsidies for a very small number of projects. | tend to think that
the danger of this is reduced now, because there are many more computer and data intensive projects,
e.g. in bioinformatics. but still, the real needs should be checked carefully. there are many ways to support
academic research in Israel, and it is not obvious that this is the most important one.

all the best,
-- dror
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From: Oded Hod [mailto:odedhod@post.tau.ac.il]
Sent: 09:16 2011 YD 08 2
To: Liat Maoz
Subject: Re: NINTZNN 2IWNN NI7ID' XWX 712V |N71WT7 NINTD

Hi Liat,

Our cluster at TAU is at 200% capacity (and growing) not 50% capacity as you wrote. This means that at
any point in time the number of Qed jobs is at least equal to the number of running jobs.

Thanks,

Oded
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Traditional computer security research has operated on the technological problem/ technological solution
model and there is still an ongoing requirement for innovation in such areas as access control services,
malware and intrusion detection systems, secure database design and cryptography. Much work is also
needed in developing forensic and tracing tools and techniques. A further area is within intrusion and fraud

detection [....] The growing enthusiasm for cloud computing has brought further challenges.?
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An important feature of all of these [cyber research] initiatives has been to compel researchers from very
different backgrounds to appreciate each others work and in particular to understand their respective use
of terminology. 11
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Contribution of ICT capital growth to labour productivity growth in market services (1995-2004) Source:
OECD (2008a: 27)
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N'7700IN  5.2.1

DTN D'YUITNI [INDAT7 NMIRTZ N0IVOXR N7WNHNN NYAI7 017 [IN0'A7 NY7700 NI NN20N]
TN ,N7190 NITZRNN 7V NN NNONN N0 (National Security Science and Innovation Strategy)17
:DYTNY DNANNKY JTRNI DT DDINA

The National Security Science and Innovation Strategy (NSSIS) aims to advance the application of science
and innovation to national security. The NSSIS encourages better targeted resource allocation through clearly
defined national security objectives and priorities for science and innovation. The NSSIS policy framework
aligns the national security and science and innovation policy environments by providing a balanced
approach to delivering national science and innovation outcomes that meet immediate requirements while
building the capacity to meet longer term challenges. 8

nVali7 (National Security Science and Innovation Strategy) '0IN'7 9”11 |INVA7 N'7720 NIINN NNA0N]
10NN TNXR 12D '0NA'7 1N 60MYTH D'YWITNI Y0127 |INV'AY7 NPNINT N0T0DN NP7100DIN N7WNN
N7190 NITZNNN 7Y TN7N DNNXIND NNOVNN YW NIDAIE 797102 N'NIXZ NIDTY 1T0 7¢ D'INNN
NINNX Nj7I70 NINTA NN '0NAY70 DINNA NN (DY TNY DNANK JTRDIEDTID 0¥ 1NN
Q1781172 DD'7NN2 NP7I00IK 7Y NIYND  NNMN-|2 NISNIY L'WNNWN 7D 2 DNNHNN NIN'017

J727201 'WIR YORD 2NN 01247 971D 8NN DY 7V NIANT,DRID'0 NDWN

A technically skilled workforce, supported by cutting edge research and development, is fundamental to
Australia s ability to develop innovative solutions to emerging cyber security challenges. This priority covers
initiatives to build and retain this expertise within government and to harness the resources of Australias
.research community in support of the Australian Government s cyber security efforts

117070 ,DMPINYZ NIDFTY T NYA7IE TV 27NN 2001 YORDN

. providing targeted funding and support for cyber security research and development activities [ ][.1] his
includes not only technological areas such as quantum cryptography, but may also include research into
areas of behavioural change, policy and market-based incentive mechanisms to address systemic cyber
security issues, and

. developing an annual set of research and development priorities to inform the broader science and
innovation community of the priority work required to achieve the Australian Government s cyber security
policys.

[NDNN ,N7WNN7 '0OWUNN YVIN XN N'7I0DIKN N'OMAZN NIFYINN IR 72100 '"M7WUNnn. DN
ANl ,Cyber Security Policy and Coordination (CSPC) Committeeo -0 ,n1nmnN N'M7WUNNN NTvIin 11D
J1N0NN NTIAY DX 10 1ITWN1

N7 "MIX7 DIN 2010 12NVODL N7YUNNN NNIY ,2009 NILI NIFTNN )NON DIDID N7V
O”INN N'IDIN NIX 7NIN1,N7WUNNN WURY7 NN 91900 ,'01127 [INVA 7W D'02NN 721 719'07 N'0INAY7
DDOOONN 2011 N7'NNA .NAIN D0 'ODWUNN YVI'N TWN 27 DINN 2 NIFDNON DINTD .NNINTD
J21001D 7NN (12D 27 NI7100IK N7UNNT '0DUHNN YYIN |2 N7IVD IN'WA 5011 0I0DX N0N

Australian Government, Cyber Security Strategy, 2009; Research support for National Security Program, p. 25 17
25y oy 18
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2. Increasing competence in cyber security In order to achieve the necessary competence in the field of

cyber security, the following objectives have been established for training and research:

. to provide high quality and accessible information security-related training in order to achieve
competence in both the public and private sectors; to this end, to establish common requirements for
IT staff competence in

. information security and to set up a system for in-service training and evaluation;

. tointensify research and development in cyber security so as to ensure national defence in that field;
toenhance international research co-operation; and to ensure competence in providing high-level training;

. to ensure readiness in managing cyber security crises in both the public and private sectors;

. to develop expertise in cyber security based on innovative research and development.

D{7INW 170X1 7Y NIVI¥ON TOIN NNA0NA [N ,97INN DINNA 'NIX71 N7IVD QIN'Y 7Y X717 RIN 171N
7750 nipINn Naona [Nl Cooperative Cyber Defense Center for Excellence’s ,2008 DDIAINA |'702
:T1'OMA7N NN [N NI 770 NN CIT AL DIOINTN

[tis also necessary to encourage Estonia s participation in international research and development networks,
to focus attention on enhancing the IT and information security competence of Estonian universities and
to enhance co-operation with internationally-recognised research centres and development institutes 19

Estonian Cyber Security Strategy, Cyber Security Strategy Committee, Ministry of Defence, ESTONIA, Tallinn ‘7w ni>'on j710 M 19
http://www.riso.ee/en :NIVOX 7¢ MIWZNNI N72750 TIWN 7¢ INRN X 11.2008
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There is no single congressional committee or executive agency with primary responsibility over all aspects of
cybersecurity; each entity involved pursues cybersecurity from a limited vantage point limited by committee
jurisdiction. Many different initiatives exist, but because of fragmentation of missions and responsibilities,
"stove-piping," and a lack of mutual awareness between stakeholders, it is difficult to ascertain where
there may be programmatic overlap or gaps in cybersecurity policy21.

Q' ,221'7'7D DINQ '0INQY7N DNNPA 2’NIX NITH DX DIDN ,2009 'KN YWTIND NN X'WIN 78 07T
|2 OMYO 7y YRNn |1'7n N'an .DNNN]Y D'YTNN DIANXN DY NITIINNN DN DI7N 9”INN N"0Y7
:7V191 NIYi7UNN 27 ,NI'01NA'7 NIMWNA DITHKRI [IND TNVANA IND

Research on new approaches to achieving security and resiliency in information and communications
infrastructures is insufficient. The government needs to increase investment in research that will help
addresscybersecurity vulnerabilities while also meeting our economic needs and national security
requirements. 23

20 The Estonian Information Society Strategy 2013 is a sectoral development plan, setting out the general framework, objectives
and respective action fields for the broad employment of ICT in the development of knowledge-based economy and society
in Estonia in 2007-2013. Several internationa and EU-level policy documents, notably the EU i2010 and eGovernment action
plans, were taken into account[ .] In 2010, the Implementation Plan for 2010-2011 of the Estonian Information Society Strategy
2007-2013 followed. The document sets out six priority areas: increasing the knowledge, skills and participation of individuals;
development of Estonia s next generation broadband network; development of electronic business environment; development of
public services; large-scale uptake of e-ID; increasing the interoperability of state information systems. Implementation plan for
the years for 2011 2013 is currently under development. (ow)
M. Hathaway, Cyber Policy: A National Imperative , Belfer Center of the :2'naxa D"j7n MTON XN NX NNNINKY DAy M 21
.Harvard Kennedy School, March 1, 2011
. NITRD: http://www.nitrd.gov/About/about_nco.aspx -n ‘7¢ |MxNN MNRN - 22
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The Federal government should greatly expand coordination of these strategies with industry and
academic research efforts to avoid duplication, leverage and synchronize complementary capabilities
-and agendas, and ensure that technology transitions and enters into the marketplace24

J01N2Y7 971N NIMALIVOXT7 NNADN D707 W' 1D VA7 N'WIN 7Y NI 17721 DTY'N TR 51017

:0'N2N D22 NN N770N

(game-changing) i7NYWNN 77> NX NRWNN NIMAIZID0 NIN'S -,

7NN N7'Nj77 (event data) AN DN MARNT7 W .

9”IN2 NIND'TY NTO YIAj77 1D ,0"A0I00X DIID'O NN .

"IN 7w D'NIYY TIT7 1D NIMMWYNIE NIPNTZR NITYN 2 N7IV0N QI 1Ty .

DUNIN7IANI DUNIXTN NI7NN IR DIRTE D777 ,97102 NPTY NT0 K7 .

O IN  TTIY7 NI 7Y 7Y NN DYWL NIM7UNn NIWDY 7¢W Q0N00RN TN .
250 NI' D'NIV] D'NN'YWY7I (resilient) DTHY DNONXINT

,019 [INVA7 N77NNN 7Y TVIMN 971NN 12N 2009 12NN DDIOYW O”IN NIDNA D'OIIDHN N7X DY
National-2 M'NIX7N NN NN 97NN DINNA NI7'Von A Roadmap for Cybersecurity Research 26
Cyber -2I ,Coordination Office for Networking and Information Technology Research and Development 22

.Security Research and Development Center

'7ND7 YIND NQ'WN D'70N DNT70N DTZRE DYNITR DI NNIRTD NN 7NN XWID NNTONT7 12yn
7 2N7N NYN7N 7V 2011 IR UTIN 9102 NYITIN D19 [IN0A7 Ni7700NN NRN7NN NN .2774U00n
228010270 DINNA 9"INT |I"'7'D 40$

22”NIRN NI'TDIN NNAIMN

QIN'Y 7W NIINN DX WO, NIMIRT P07 NI 01I9N ,X'YIN NN DOONNY JN0ON .«
TN 210D 0N 2 N71IYO

JN7 '0N0IXR ZUNN DY ONAZN [IN0RAN DINNA 97IN7 - TVIMmn DD 7w anigne .
(Cyber Security Research and Development Center-nl NITRD -0 YNX)

7NN DN 9”INT7 D7'UNN DRWI DR T Ty .

22011 MW7 [I'7'D $40 10 A'N7N NYY7N :'0NA7N D”IN7 DYWTZIN DI'NIYNYWN D'7R1TO DIARWD .

N0 5.2.4
NIMOTYN MTO DX DIDY ,'VINAZN [INDAN DINNA NPT 1" 1102 N7WND NNDID 2009 1IN
Workstream 5, Technical Capabilities " NINIDN NNN DYDY O”INN XKW .0INNA NITHN 7Y D"A0IVONN
NNNNOS NIND7 NNRMNY DX NOION N7WUPNN 719N ININY .and Research and Development"23
D'ONIY |1 i70YN IANANI AMNTZRAN DDA DY DIX'NA 01270 DNNNN MANKT DUYTNIE DMI171100
N0 7W WY INNIND NIDTYN 1TO7 Q0HNN 'NIXZN 971NN YHRRD AIX7N7 NIMNNN .DUNINT7IA

."to provide opportunities for the UK's world class high tech companies"24 'mIx712

.United Kingdom Cabinet Office, Cyber Security Strategy of the United Kingdom, June 2009 Workstream 5, p. 23

.0y 24

.9 'y 0v 25

Government ICT Strategy, UK Cabinet Office, March 2011, http://www.cabinetoffice.gov.uk/sites/default/files/resources/ " 27
uk-government-government-ict-strategy_0.pdf

AN N0 NNOA.Federal Republic of Germany, National Plan for Information Infrastructure Protection, 2005 28
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.of Cyber Security and Information Assurance2?

:N120'12N NI'TOIN NIAIMN

;NIMNON DX YTNN [INQ711T97 [DINANVNINYIN DX TITN7, NNIXZN O INN NN 7WU NI7ZYN NN AV .
NITNE 97N NIPPTN VINA [DIN 7Y NN DIDNO 2'NN NID7YUN Y ,ANINSDI 'OY7INT NNanm .
J70N'0DIN [DIX] DY DYIRY 178 NIAN7 NV'7'7D

n'JN1a2 5.2.5
.201129 ININQDA DTIVY 287700 NIIFTNN 1M "W N7V VA7 11N '01N2Y7 971N 7w NIFnn
JININZIA N17NA DTHYE 971N NIMIR-1Y  NIFA0I0ON NAY7 NIZID NIND 7V NN WAT

8. Use of reliable and trustworthy information technology

The availability of reliable IT systems and components must be ensured on a permanent basis. The
development of innovative protection plans forimproved security which take into account social and economic
aspects is strongly supported. To this end, we will continue and intensify research on IT security and on
critical infrastructure protection. Furthermore we will strengthen Germany s technological sovereignty and
economic capacity in the entire range of core strategic IT competences, include them in our political strategies
and develop them further. Wherever it makes sense, we will pool our resources with those of our partners
and allies, particularly in Europe. We are in favour of diversity in technology. Our aim is to use components
in critical security areas which are certified against an international recognized certification standard.

:NINN NITDIN NINAIMN
JIMONVOKR N7 NI7IDY NINDA T7PNN7 W' .

[(diversity in technology) N"12-21 X' 'NIN7N 9IN7 nWIN .
JTAN Y XD NNINTI D7D NTRYN .

JTING XN N1INIAN NPYTNA "NI7I00 NRRN AWINn .

121D 5.2.6

“ONDN NITN”7 NND'ON 7W N7190N NNONA NTZINHA BoNTINYE NRTZND 0127 NIYD 1IDAIDY
N727>0 DY 2'0'N7 "D 9NN NN 7Y N7'7o0 NI7IDWM 9l 2015 Naw Ty (Intelligent Nation)
1707 MNIND Intelligent Nation 2015 ,1'N2RN WUNINN NN .NI70N

IDA launched its infocomm masterplan, Intelligent Nation 2015 (iIN2015 ), in June 2006, which aims to
innovatively harness infocomm technologies to enhance our national competitiveness. It aims to transform
Singapore into an intelligent nation, powered by infocomm. By 2015, an ultra high-speed, pervasive, intelligent
and trusted infocomm infrastructure will be established and the Government, key economic sectors and
society will be transformed through more sophisticated and innovative use of infocomm.

.Federal Ministry of the Interior, Cybersecurity Strategy for Germany, February 2010 29
http://www.ida.gov.sg/Programmes/20060925100740.aspx?getPagetype=36; http://www.ida.gov.sg/News%20and%20 1 30
Events/20080417090044 .aspx?getPagetype=20 Singapore s Strategy in Securing Cyberspace, 2005 and Singapore s Infocomm

.Security Master Plan 2, 2008
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Singapore s success in this area will be determined by its ability to provide a secure and trusted infocomm
environment. To continue our infocomm security efforts, Singapore launched its first three-year Infocomm
Security Masterplan in 2005. Against the backdrop of pervasive use of infocomm technology by the Singapore
Government, businesses and society, the first Masterplan focused on further developing Singapore’s infocomm
security capabilities and improving existing efforts to detect and prepare for cyber threats.3!

D - NINANIE NI - YIN DIA7 NAO 119220 N'NIZNN N'0INA7N NUYWYNN NN NIT7NNN7 90111
,NI07120 VT NOWWNT7 arn 710 NIing Infocomm 7w D1NVIRN INXR ,7WUN7 7D N7 DYH7YWUN JIWUNY
SB2D7WNN NIANT7E 7700 112X7 DI DD

:21922°0N NIFTDIN NINAIN

nrNAN |0 TN '01NA7N TWZNA 720 DD 171D NTTNN 9I'N7 1190 7Y wninn DN .
NITINT7 NIYZRIYI0ION NIYZ72700 NIA0NN 78 N'RIN NI'NAN [N L,NDI72IKN 770 7w np'Mmn

N'NIN7IA NNIZN NIYL IWORD Infocomm INX 0T 12NN [DIX NAND 7707 (120 YT Nown - .
2192201 '01N7 D7INA GNNYWNT7 DMIYN7 0711 20N YyTnT

nNOIX 5.2.7
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10102470 DINNA DYNINT DR DNNTIELE4TIZI0 N7WNNN WX NNMIN] MW NNIK] NNDIONNY JNINTN
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ANXR NNMO 7y ANSSI D7 AIWi7N NIDIWN [INVAT7 AWTN NIYY NRZN 7V QX700 RN DN 7700
D'0N2A7 DNIR VIINT7 10 ,ANSSI| 78 D270 YD TR 35.8WI0D 170NN N7'N7 'DINT7 Ti7Inn D1N0IN
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Infocomm Development Authority, Fact Sheet: Infocomm Security Masterplan 2, http://www.ida.gov.sg/doc/News %20 31
and%20Events/News_and_Events_Level2/20080417090044/MR17AprO8MP2.pdf

.http://www.ida.gov.sg/home/index.aspx 1 32

The French White Paper on Defence and National Security, published on June 17th, 172187 DN2 ,NR7NN IRM DR 1 33
2008, has identified cyber attacks as one of the main threats to the national territory. Indeed, society’s growing dependence
on information and communication technologies has made prevention and reaction to cyber attacks a major priority in the
organisation of national security. In order to strengthen France s capabilities to face the challenges posed by information system
security, the White Paper on Defence and National Security has planned the creation of a French Network and Information
Security Agency (FNISA or ANSSI in French, standing for Agence Nationale de la S curit des Syst mes d Information ),

in a similar way to France s main partner nations. This new agency is placed under the authority of the Prime Minister and is
attached to the Secretary General for National Defence. http://www.ssi.gouv.fr/site_rubrique88.html

.0y 34

S., Leroy, Network Resilience within the French NIS Strategy , ANSSIDa 1.12-13 ny 0w 35

To prevent threats by supporting the development of trusted products and services for 36

http://www. ;NN NIXVMNN 70N DX INNHDYW NN DR DR N .3 'Y 0w governmental entities and economic actors;37
livreblancdefenseetsecurite.gouv.fr/information/les_dossiers_actualites_19/livre_blanc_sur_defense_875/index.html
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The third component of the national interests of the Russian Federation in the information sphere includes
the development of modern information technologies, a domestic information industry, including an industry
of informatization and telecommunications means, providing for the needs of the internal market with its
products and putting these products in the world market as well as ensuring the accumulation, storage and
effective use of national information resources. Under present-day conditions it is only on this basis that
the problem of creating science-intensive technologies, technical modernization of industry and multiplying
the achievements of the domestic science and technology can be solved. Russia must occupy a worthy
place among world leaders in the microelectronics and computer industry. To achieve this it is required:to
develop and improve the infrastructure of the single information space of the Russian Federation; to develop
the national industry of information services and use the state information resources more effectively; to
develop the production in the Russian Federation of competitive means and systems of informatization and
telecommunications, to broaden the participation of Russia in international cooperation of the producers
of such means and systems; to ensure state support of national fundamental and applied research and
development in the sphere of informatization and telecommunications.43

Q7NNNENNRAN AXINN Twn 38

ftp://trf.education.gouv.fr/pub/rechtec/brochure/rdtfen.pdf ™ 39

La recherch et | innovation en France en 2010, http://www.enseignementsup-recherche. jiznnnl Nni2an nxINN Mwn 40
,2010 1200501 DDVIBY TYWNN 7¢ MWD NYTN DX D2 M . gouv.fr/cid50819/la-recherche-innovation-france-2010.html
.Recherche et developpement, innovations et partenariats 2009

.Russian Federation, Information Security Doctrine of the Russian Federation, September 2000, p. 3 41

The Economist, Marching Off to Cyberwar , Dec. 4, 2008, http://www.economist.com/node/126733857story_id=12673385
the economist, marching off to cyberwar, dec. 4,2008, http://www.economist.com/126733857story_id=12673385 .42

.3'0y Dy 43

For its part, Russia has for more than a decade led an effort in the framework of the United Nations to establish some rules of
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the game .44

(F-S. Gady and G. Austin, Russia, the United States and Cyber-Diplomacy, EastWest Institute, 2010, p. 3 .45

.2010 71 DIRN 7'2TN7 WAINY "TIN-0N NN ;4 DY DY

IDefense , Global Threat Research Report: Russia, 2007, p.13 ,46

This year, The Ministry of Information Technologies and Communications [ | has initiated: the process of :18 oy ,0w M 47
forming a joint stock company, the Russian Investment

Fund for Information and Communication technologies. Several different ministries and other

independent government agencies will also participate in the establishment of this fund. The startup

costs, $54 million, will be totally provided by the Russian Investment Fund. [The Ministry] will be a

.shareholder on behalf of the Russian Federation
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[...] the preservation of confidentiality (ensuring that information is accessible only to those authorised
to have access), integrity (safeguarding the accuracy and completeness of information and processing
methods) and availability (ensuring that authorised users have access to information and associated assets
when required).s8
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The global challenge of securing cyberspace requires an increased effort in multilateral forums. This effort
should seek in continued collaboration with the private sector to improve the security of interoperable
networks through the development of global standards, expand the legal system s capacity to combat cyber
crime, continue to develop and promote best practices, and maintain stable and effective Internet governance.
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This complex environment is build [sic] on interconnecting networks and systems, as well as any ICT devices,

belonging to different organizations and service providers that allow for the flow of information. However, there

are security issues that are not covered by current information security, Internet security, network security and

ICT security best practices because of gaps between these domains. Cyberspace security, or Cybersecurity,

is about the security of the Cyberspace. It provides guidance to address issues arising from the gaps between

the different security domains in the Cyberspace environment. At the same time, Cybersecurity provides an
infrastructure for collaboration between security stakeholders in the Cyberspace?05,

:DINN N7NN 'D'70N2 D'Y7N 7Y WATA ,'0INA70 ANNY 707 NDDI1 NIDN'NN
Cyberspace is evidently a complex, highly variable environment, and hence information security risks in
cyberspace are tough to pin-down. Furthermore, constant innovation makes it especially tough to set
international standards in this area.

NIyl 27y ,N7W2 R7D '01N270 ANNT |i7N7 NYXN7 DION'NN DNYI0N D'N7UNN D91 D DX
NNNXRY TIY2 TN X7 MNP XINY DINNA |70 )IXA 790 NIZ'0N NN NND .0NYS1 NINan
7Y MANIRNI NINQA L|i7NN 272 NTNIYA 07N [INDAN 78 DTN DXV DT 27w NWR7 NNNND

JosnIonIYn 1T
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Cybersecurity is, however, not synonymous with Internet security, network security, information security, or critical information
infrastructure protection (CIIP).
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Some national bodies evidently consider the CD immature with various structural problems and gaps, as
well as the usual typos etc., and a few are still questioning the need for a standard in such an ill-defined
area, while yet others approve. Even the definition of ‘cybersecurity’ (which is of course central to the entire
standard) is still being challenged.
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The complex environment resulting from the interaction of people, software and services on the Internet
by means of technology devices and networks connected to it, which does not exist in any physical form.
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